BAHRANI, S.Tr.T., S.Kom.

Senior Network & Infrastructure Engineer | NetDevOps & Automation Specialist
Bandung / Jakarta, Indonesia | (+62) 852-5156-7746 | bahrani667@gmail.com | linkedin.com/in/bahranibahrani | blog.bahrani.my.id

PROFESSIONAL SUMMARY

Results-driven Network & Infrastructure Engineer with solid hands-on experience in designing, deploying, and supporting enterprise-grade
network architectures for Tier-1 financial institutions and mission-critical environments. Proven expertise across Cisco Software-Defined
Access (SDA / Catalyst Center), Cisco ISE (Identity-Based Microsegmentation), Wireless LAN Controllers (WLC), Data Center Spine-Leaf
(Leaf switches & OOB management), and Enterprise SD-WAN. Highly skilled in Network Automation (NetDevOps) utilizing Python and
Ansible to streamline configuration compliance, device provisioning, and automated telemetry. Awarded medalist in IT Network System
Administration at the ASEAN Skills Competition (ASC) and LKSN.

TECHNICAL COMPETENCIES

* Software-Defined (SDN): Cisco SDA (Catalyst Center / DNA Center), LISP Control Plane, VXLAN Data Plane, Cisco ISE (Dot1X, MAB,
FlexAuth, SGT / SGACL Microsegmentation, pxGrid).

* Enterprise R&S: Cisco Catalyst (9000 series), Nexus Switches, BGP, OSPF, EIGRP, HSRP/VRRP, STP, Port Security, VLAN Tagging &
Trunking, QoS, MTU Tuning.

* Wireless & Data Center: Cisco WLC (AireOS / Catalyst 9800), High-Density APs, RF Optimization, Spine-Leaf Architecture, Leaf
Staging & Cabling, Out-of-Band (OOB) Management.

* SD-WAN & Security: Cisco SD-WAN (Router Staging & ZTP), MikroTik RouterOS, Palo Alto & Fortinet Firewalls, Wireshark Packet
Analysis, AAA / RADIUS / TACACS+.

* NetDevOps & Automation: Python (Netmiko, Nornir, REST APIs), Ansible, Linux (Debian/Ubuntu/RHEL), Docker, Proxmox VE, VMware
ESXi, Git, n8n, SNMP, Syslog.

PROFESSIONAL EXPERIENCE

Network Engineer — PT Mastersystem Infotama Tbk Sep 2024 - Present | Jakarta / Bandung

® Cisco SDA & Wireless Deployment (Bank Indonesia - Central Bank): Deployed enterprise Cisco Software-Defined Access (SDA)
fabric utilizing Cisco Catalyst Center, LISP control plane, and VXLAN encapsulation. Configured Cisco ISE for dot1x/MAB
authentication and SGT-based microsegmentation. Installed and optimized Cisco WLCs and high-density Access Points across
campus facilities.

® Data Center Infrastructure DC1 & DC2 (Bank Indonesia): Executed Data Center DC1 Leaf switches mounting, staging,
interconnectivity, and Out-of-Band (OOB) management network integration. Prepared staging and validation environments for the DC2
secondary disaster recovery facility.

o Enterprise SD-WAN Rollout (BCA - Largest Private Commercial Bank): Assisted in enterprise SD-WAN router staging, zero-touch
provisioning (ZTP), baseline configuration, and hardware failover testing for nationwide branch offices.

® Core/Access Switch Migration & Hardening (Maybank - Multinational Bank): Executed campus hardware cutovers and switch
migrations with zero unplanned downtime. Implemented MAC-based Port Security, Access/Trunk VLAN structures, and edge
hardening.

o NetDevOps & Automation: Developed Python (Netmiko) and Ansible automation playbooks for scheduled configuration backups,
compliance audits, and telemetry extraction across 100+ network devices.

® Incident Response & Troubleshooting: Acted as Tier-2/3 technical escalation point for complex enterprise network outages,
conducting packet inspection (Wireshark) and Root Cause Analysis (RCA).

Infrastructure & Systems Administrator — PUSPRESNAS Jan 2020 - Feb 2022 | Jakarta, Indonesia
(Kemendikbudristek RI)

®  Engineered, deployed, and maintained assessment server infrastructure, database clusters, and secure network environments for
national-level competitions (LKSN CIS).
®  Conducted real-time performance monitoring, high-availability optimization, and rapid incident resolution under strict operational SLAs.

® Mentored assessment operational teams and served as Technical PIC ensuring strict platform security and zero assessment

disruption.
Network Engineer Intern — BagusNet ISP Jun 2018 — Dec 2018 | Banjarbaru, Indonesia
®  Configured MikroTik core/edge routers, bandwidth management (Queue Trees), dynamic routing, and firewall filtering.
® Deployed BTS wireless sector antennas and performed on-site RF signal tuning and last-mile connectivity troubleshooting.



KEY PROJECTS & ENTERPRISE IMPLEMENTATIONS

1. Enterprise Software-Defined Access (SDA) Campus Migration — Indonesia Central Bank

Implemented scalable SDA fabric decoupling policy from physical topology. Orchestrated Catalyst Center with Cisco ISE via pxGrid for dynamic
SGT tagging. Achieved automated role-based access control, eliminating manual VLAN provisioning and enhancing security compliance for
enterprise campus users.

2. Data Center Spine-Leaf Staging & Out-of-Band (OOB) Deployment — Primary & Secondary DC Sites

Deployed Leaf switches, dedicated management network subnets, terminal servers, and fiber interconnects in primary data center (DC1), and
orchestrated hardware readiness and baseline validation for the secondary disaster recovery facility (DC2).

3. Multi-Vendor Network Automation & Config Compliance Engine (NetDevOps)

Engineered custom Python and Ansible automation workflows that automatically discover network inventory, pull configuration diffs, audit ACL/port-
security baselines, and send real-time health alerts to Telegram channels.

4. Enterprise Branch SD-WAN Router Staging — Tier-1 Commercial Banking

Configured and staged enterprise SD-WAN edge routers with template-driven ZTP configs, verifying multi-link WAN failover (MPLS + Broadband
Internet) and IPsec crypto tunneling across branch topologies.

HONORS & AWARDS

& Medal of Excellence — ASEAN Skills Competition (ASC) (IT Network System Admin)
& Medal of Excellence — Lomba Kompetensi Siswa Nasional (LKSN) (IT Network System
Admin)

¥ Gold Medal — Seleksi Daerah ASEAN Skills Competition Kalimantan Selatan

¥ Bronze Medal — Bina Nusantara Skills Competition (IT Networking)

¥ Gold Medal — LKS Tingkat Provinsi Kalimantan Selatan (IT Network System Admin)

CERTIFICATIONS & SPECIALIZED TRAINING

* Cisco Enterprise Routing & Services (CCNP Track Course) — Nextrain

* MikroTik Certified Network Associate (MTCNA) — MikroTik Academy

* Network Programmability & Automation — Digital Talent Scholarship (Kominfo)

* AWS Cloud Architecture — Fresh Graduate Academy (Digital Talent Scholarship)
e Cyber Security & Computer Network Competencies — BNSP & LSP TIK Indonesia

EDUCATION

Politeknik Negeri Bandung (POLBAN) — Bachelor of Applied Science (D4) in
Telecommunication Engineering (S.Tr.T)

Universitas Komputer Indonesia (UNIKOM) — Bachelor of Information Systems (S.Kom.)
SMK Negeri 2 Banjarbaru — Computer & Network Engineering (TKJ)

Regional ASEAN | 2019
Kemendikbud RI | 2019

Kemenaker RI | 2019
Binus University | 2019
Dinas Pendidikan | 2018

Advanced Enterprise Track
Certified Network Associate
Python / Ansible / SDN Certified
Cloud Infrastructure Track
National Competency Standard

Bandung, Indonesia | 2021 — 2026

Bandung, Indonesia | 2019 — 2023
Banjarbaru, Indonesia | 2016 — 2019



